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Mobile phones                             

As many parents know children and 

young people love all that smart 

phones and tablets have to offer. Al-

most everything that can be done on a 

computer can be done on a mobile 

device too, apps are what deliver this 

functionality. Before your child down-

loads an app ensure that they (and 

you!) know what the app does, what 

information it collects and what it does 

with it. It is not uncommon for apps to 

record the user’s location, unique iden-

tifier of the phone, and even such de-

tails as age and sex. Sometimes this 

information is necessary (such as a 

navigation app) however some apps 

sell that information. 

 Password protect your phone  

 Check your phones settings 

 Beware of in-app purchases  

 Look for legitimate apps 

 Use geolocation with care 

 

Some closing thoughts                       
Technology and the risk it brings are 

constantly developing, but a few things 

stay the same. When something new 
and great comes along, millions of 

people are going to want to use it, 
however there will be a few that want 

to abuse it. While the security experts 
who try to protect us keep getting bet-

ter at their craft, so do the criminals.  

The fact that there are risks when us-
ing technology, this is no reason for 

you or your child to avoid or not use it. 
But it is important to think about what 

you and your children can do to reduce 

the risk and learn how to recover if 
something does go wrong.  

Just as everything else in life, we can-
not eliminate every possible risk at-

tached to technology, but by using 
common sense and taking sensible 

precautions we can minimise the risks. 

  

 

Security risks are a problem, 
but the benefits of today’s 

technology are life-changing! 



There are free parental controls and filters available, to help 
you set safer boundaries for your children, but you will usually 

be required to set them up. Your internet service provider will 
provide free filters to help block age inappropriate content for 

children. All mobile phone operators also provide such parental 

controls for free.  

Just about everyone is online these days, including the 

vast majority of teens and a growing number of young 

children. Whether by surfing the Web, watching a video, 

texting, using a smartphone app or playing a game, 

chances are you’re “connected” whenever you’re using 

one of your digital devices. 

 

There are lots of benefits to young people being online, 

however for them there are some device and network 

security risks.     

Although, there can never be a 100% 

guarantee a safety and security online or 
offline, there are things you and your 

child can do to reduce the risk of some-
thing going wrong:  

Be carful where you click: fake web-

sites (or legitimate ones that have been 

hacked by criminals) can put your device 
and the data on it at risk. Sometimes 

these websites can install malicious soft-

ware onto your device if you visit them 
or perhaps click on the sites link.  

Don’t get caught by phishers: Phish-

ing is when you get an email or social 

media message that looks like it’s com-
ing from a legitimate place (such as a 

bank). If you click on a  link in the mes-
sage, you’re taken to website that looks 
legitimate but could be run by criminals 

trying to trick you to sign in with your 
user name and password. They will ask 

you this so they can try and capture 
your information.  

Be smart about passwords: Having 

strong passwords and changing them 

often is important. Do not use the same 
passwords on every site.  

Keep software and apps up-to-date: 

Regardless to whether you are using a 

computer or a mobile device, it’s 
really important to keep your sys-

tems current. It is not uncommon for 

companies to discover security flaws 
that they fix with updates.  

Use security software: It’s a 
good idea to have security soft-
ware installed to protect your de-
vice  

The kids.                                     
There are some security threats 
that are aimed at young people. 
They target websites or subjects 
that interest a lot of kids, such as 
fan sites, YouTube, Instagram 
and other media sharing services. 
Make your children aware that 
some links could take views to 
inappropriate websites or they 
could be scams wanting to attract 
vulnerable young people. Tell 
your children never to give out 
their personal information to any-
body they are talking to on the 
internet. This includes any pass-
words for any websites, these 
should be kept secret and not 
shared with anyone.  


